Privacy Resources
By

Marcus P. Zillman, M.S., AM.H.A.
Executive Director — Virtual Private Library
zillman@yvirtualprivatelibrary.com

This October 2006 column Privacy Resources On the Internet is a comprehensive list
of privacy resources and sites on the Internet including associated and related online
privacy sources. The below list is taken from my current Subject Tracer™ Information
Blog titled Privacy Resources and is constantly updated with Subject Tracer™ bots at the
following URL:

http://www.PrivacyResources.info/

These resources and sources will help you to discover the many pathways available to
you through the Internet for obtaining and locating the latest privacy resources and
sources. Privacy will always remain an important issue in today’s society and keeping up
with the latest happenings and developments with regards to privacy is very important to
all of us!

Privacy Resources On the Internet

alt.privacy - Google Groups
http://eroups.google.com/groups?hl=en&lr=&ie=UTF-8&group=alt.privacy

A Model Regime of Privacy Protection by Daniel J. Solove and Chris Jay Hoofnagle
http://papers.ssrn.com/sol3/papers.ctm?abstract 1d=881294

A Taxonomy of Privacy by Daniel J. Solove
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=667622

Anonymity 4 Proxy
http://www.inetprivacy.com/
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Anonymity and Privacy On the Internet
http://www.stack.nl/~galactus/remailers/index.html

Anonymity Checker
http://www.anonymitychecker.com/index.html

Anonymizer - Anonymous Web Surfing, Anti Spyware, Anonymous Proxy, &
Identity Protection
http://www.anonymizer.com/

Anonymous Browsing Quick-Start Page
http://www.space.net.au/~thomas/quickbrowse.html

Anonymous Communications on the Internet
http://www.aaas.org/spp/anon/

AnonyMouse.org
http://anonymouse.org/

Anonymous Email
http://www.anonymous.to/

Anonymous Email Providers from Business.com
http://www.business.com/directory/internet and online/email/anonymous mailers/

Anonymous Remailer FAQ - Email Privacy FAQ
http://www.andrebacard.com/remail.html

An Overview of Steganography for the Computer Forensics Examiner by Gary C.
Kessler
http://www.garykessler.net/library/fsc_stego.html

AntiOnline - Maximum Security for a Connected World
http://www.antionline.com/

Anti-Phishing Working Group
http://www.antiphishing.org/

AntiProxy
http://www.antiproxy.com/
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AOL.com Privacy Policy
http://about.aol.com/aolnetwork/aol pp

APAS Anonymous Remailer Use [FAQ 1/8]: Overview
http://www.fags.org/fags/privacy/anon-server/fag/use/partl/

AT&T Privacy Bird
http://privacybird.com/

AxCrypt File Encryption Software - Free Personal Privacy and Security for
Windows
http://axcrypt.sourceforge.net/

Basic Cryptanalysis
http://www.umich.edu/~umich/fm-34-40-2/

beHidden.com - Anonymous Web Surfing and eMail
http://www.behidden.com/

Beyond Concern: Understanding Net Users' Attitudes About Online Privacy
http://www.research.att.com/projects/privacystudy/

Black Box Search - Secure Search
http://www.BlackBoxSearch.com/

BugMeNot.com
http://www.BugMeNot.com/

calcmaster. NET Anonymizer
http://www.calcmaster.net/

CCleaner
http://www.ccleaner.com/

Center for Information Policy (CIP) - University of Maryland
http://www.cip.umd.edu/

Conceptualizing Privacy by Daniel J. Solove
http://papers.ssrn.com/sol3/papers.cfm?abstract id=313103
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COTSE-Privacy Resources - Privacy Watch
http://www.cotse.com/privres.htm

Creating an Online Privacy Policy
http://www.info-law.com/create.html

Cryptography and Security
http://theory.lcs.mit.edu/~rivest/crypto-security.html

Darik's Boot and Nuke (Hard Drive Disk Wipe)
http://dban.sourceforge.net/

DNS Stuff
http://www.dnsstuff.com/

Documentation of Internet Filtering Worldwide by Jonathan Zittrain and Benjamin
Edelman
http://cyber.law.harvard.edu/filtering/

Economic Crime Investigation Institute
http://www.ecii.edu/

EFF: Anonymity/Pseudonymity
http://www.eff.org/Privacy/Anonymity/

EFF - Electronic Frontier Foundation
http:// www.eff.org/

EFGA: Electronic Frontiers Georgia
http://efga.org/

Electronic Privacy Information Center
http://www.epic.org/

eMail Privacy
http://www.emailprivacy.info/

EPIC Online Guide to Practical Privacy Tools
http://www.epic.org/privacy/tools.html
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EPIC Online Guide to Privacy Resources
http://epic.org/privacy/privacy resources fag.html

FindNot - Anonymous Surfing, Anonymous Email & Anonymous Internet
http://www.findnot.com/

freenigma - Privacy Technology to Your favorite Webmail Service
http://www.freenigma.com/

Free Public Proxy Servers List: WWW, FTP, IRC, SOCKS, TELNET, WINGATE
http://tools.rosinstrument.com/proxy/

Freedom Internet Security & Privacy
http://www.freedom.net/

G.E. Boyd's Everything By eMail Web Page
http://www.expita.com/

Ghostzilla - The Invisible Browser
http://www.ghostzilla.com/

Global Voices Online
http://cyber.law.harvard.edu/globalvoices/

GnuPG (The GNU Privacy Guard)
http://www.gnupg.org/
http://freshmeat.net/projects/gnupg/?branch id=10426&release 1d=178151

Google Directory - Computers > Internet > E-mail > Anonymous Mailers
http://directory.google.com/Top/Computers/Internet/E-mail/Anonymous_Mailers/

HavenCo
http://www.havenco.com/

Health Privacy Project
http://www.healthprivacy.org/

Hiding Your IP Address, Anonymous Internet Surfing HOWTO
http://tools.rosinstrument.com/proxy/howto.htm
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How Public Opinion Polls Define and Circumscribe Online Privacy by Kim Bartel
Sheehan
http://firstmonday.org/issues/issue9_7/sheehan/

HOWTO ByPass Internet Censorship
http://www.zensur.freerk.com/

How to Blog Safely (About Work or Anything Else)
http://www.eff.org/Privacy/Anonymity/blog-anonymously.php

How to Bypass Most Firewall Restrictions and Access the Internet Privately
http://www.buzzsurf.com/surfatwork/

How To File an FOIA Request by Taylor Holliday
http://snipurl.com/cdcs

Hushmail Free Encrypted Web-mail, IM and Documents
https://www.hushmail.com/

IBM Privacy Practices on the Internet
http://www.ibm.com/privacy/us/

IDzap & IDseal --- Secure Anonymous Web Browsing and Secure Email Service
http://www.idzap.com/index.php

Information Privacy Law Textbook
http://docs.law.gwu.edu/facweb/dsolove/Information-Privacy-Law.htm

Internet Hoaxes
http://www.InternetHoaxes.info/

Internet Privacy and eMail Security
http://www.privacyresources.org/

InvisibleNet
http://www.invisiblenet.net/

invisiblog.com (beta) - Anonymous Weblog Publishing
http://invisiblog.com/
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iPrivacyTools
http://www.iprivacytools.com/

JAP -- Anonymity & Privacy
http://anon.inf.tu-dresden.de/index_en.html

Journal of Privacy Technology
http://www.jopt.org/

JunkBusters
http://www.junkbusters.com/

LogFinder- Reduce Unnecessary Log Files
http://www.eff.org/news/archives/2005_02.php#002370

Privacy.li - Privacy Tool Website for Anonymity
http://www.privacy.li/

Mario's Brief Report About Your Internet Access Connection
http://mprofaca.cro.net/report.html

Markle Foundation - Addressing Crticial Public Needs in the Information Age
http://www.markle.org/

Martus - The Global Social Justice Monitoring System
http://www.martus.org/

MixMaster
http://mixmaster.sourceforge.net/

Muffin - WWW Filtering System
http://muffin.doit.org/

My Secure ISP
http://www.mysecureisp.com/

myTrashMail.com - Temporary and Anonymous eMail
http://www.mytrashmail.com/

Neil's Security and Privacy Resources
http://www.jjtc.com/Security/
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New Order - Computer Security and Networking Portal
http://neworder.box.sk/codebox.links.php?key=anonym
Online Information Sellers: How to Opt Out
http://www.privacyrights.org/ar/infobrokers.htm

Online Privacy Alliance
http://www.privacyalliance.org/resources/

Online Privacy-Related Software
http://privacy.net/software/

On the Identity Trail: Understanding the Importance and Impact of Anonymity and
Authentication in a Networked Society
http://anonequity.org/

Open Directory - Computers: Internet: E-mail: Anonymous Mailers
http://www.dmoz.org/Computers/Internet/E-mail/Anonymous_Mailers/

OpenNet Initiative - Documenting Internet Content Filtering Worldwide
http://www.opennetinitiative.net/

OpenPrivacy Initiative
http://www.openprivacy.org/

OpenNet Initiative
http://www.opennetinitiative.net/

Open Society Institute
http://www.osi.am/

Password Safe
http://passwordsafe.sourceforge.net/

PC-3P Online - Computer Privacy and Internet Security Software
http://www.pcprivacycentral.com/

PeerCast
http://www.peercast.org/
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Personal Informediary Center - Privacy Resources
http://personalinfomediary.com/Privacy resources.htm

Platform for Privacy Preferences (P3P) Project
http://www.w3.org/P3P/

Ponemon Institute
http://www.ponemon.org/

PORTIA - Privacy, Obligations, and Rights in Technologies of Information
Assessment
http://crypto.stanford.edu/portia/

Privacy & Human Rights Reports
http://www.privacyinternational.org/survey/

Privacy Analysis of your Internet Connection
http://privacy.net/analyze/

PrivacyBot.com -- Web Site Privacy Policies and Privacy Seal Trustmarks
http://www.privacybot.com/

Privacy Digest: Privacy News (Civil Rights, Encryption, Free Speech,

Cryptography)
http://www.privacydigest.com/

Privacy Forum
http://www.vortex.com/privacy/

Privacy Guide: Tools of the Trade
http://www.all-nettools.com/privacy/trtools.htm

Privacy, Information, and Technology Textbook
http://docs.law.gwu.edu/facweb/dsolove/Privacy-Information-Technology.htm

Privacy International (PI)
http://www.privacyinternational.org/

Privacy Knowledge Base™
http://www.privacyknowledgebase.com/homepage.jsp
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Privacy Rights Clearinghouse
http://www.privacyrights.org/

Privacy Rights Clearinghouse - Privacy Links
http://www.privacyrights.org/links.htm

PrivCom - Privacy Communications
http://www.privcom.org/

Privoxy
http://www.privoxy.org/

Protecting Your Privacy and Security On a Home PC
https://netfiles.uiuc.edu/ehowes/www/

Publius Censorship Resistant Publishing System
http://cs1.cs.nyu.edu/waldman/publius/

Reconstructing Electronic Surveillance Law by Daniel J. Solove
http://papers.ssrn.com/sol3/papers.cfm?abstract id=445180

RFDump
http://www.rfdump.org/

SafeWeb
https://www.safeweb.com/

ScatterChat
http://www.scatterchat.com/

Second Sight - PC Surveillance Software
http://www.iquesoft-online.com/pdssight.htm

Secure NNTP - Anonymous Web Surfing and Secure Tunneling
http://www.securenntp.com/

Security Resources 2005 Internet MiniGuide by Marcus P. Zillman
http://SecurityResources.BlogSpot.com/

SharpMail - Anonymous eMail and SMS
http://sharpmail.co.uk/
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Sneakemail - the Anonymizer Anti Spam Service and Spam Filter
http://sneakemail.com/

Somebody Proxy Servers and Anonymizer
http://www.somebody.net/

StaylInvisible
http://www.stayinvisible.com/index.pl

Surpriv: RFID Surveillance and Privacy
http://www.stapleton-gray.com/surpriv/

Tenebril GhostSurf
http://www.tenebril.com/products/ghostsurf/

Ten Steps to Online Privacy & Security
http://snipurl.com/4gxl

The Freenet Project
http://freenet.sourceforge.net/

The National Security Archive
http:// www2.gwu.edu/~nsarchiv/index.html

The Open Society Paradox - Daily News On Openness, Privacy and Security
http://www.opensocietyparadox.com/

The Origins and Growth of Information Privacy Law by Daniel J. Solove
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=445181

The Privacy Page
http://www.privacy.org/

The Privacy Place
http://theprivacyplace.org/

The Surveillance-Industrial Complex - ACLU Report
http://www.aclu.org/SafeandFree/SafeandFree.cfm?ID=16224&c=207

Third Party Anonymous Remailers
http://privacy.net/remailer/
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TOR: An Anonymous Internet Communication System
http://tor.eff.org/

Torpark - Turn Any Internet Terminal Into a Secure Connection
http://torpark.nfshost.com/

TrackMeNot
http://mrl.nyu.edu/~dhowe/TrackMeNot/

Unwanted Links - Privacy and Spyware Information for Consumers and
Webmasters
http://www.unwantedlinks.com/

WiredSafety
http://www.wiredsafety.org/

Wiretapped - Computer Security Software Archive
http://www.wiretapped.net/

YouSendIt - Email Large Files Quickly, Securely, and Easily
http://s20.yousendit.com/

ZipLip
http://www.ziplip.com/

Zfone - Secure Voice Over IP
http://www.philzimmermann.com/EN/zfone/index.html

Subject Tracer™ Information Blogs

Subject Tracer™ Information Blogs created and developed by the Virtual Private
Library™ combine the best of the latest tools on the Internet. Using bots, blogs and news
aggregators the Subject Tracer™ Information blogs generate RSS feeds with the latest
resources to create a current information resource flow through niched subject tracers. I
am proud to be the creator of the Internet’s first Subject Tracer™ Information Blogs:

Virtual Private Library™
http://www.VirtualPrivateLibrary.com/
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Accessibility Resources
http://www.AccessibilityResources.info/

Agriculture Resources
http://www.AgricultureResources.info/

Artificial Intelligence Resources
http://www.AIResources.info/

Astronomy Resources
http://www.AstronomyResources.info/

Auction Resources
http://www.AuctionResources.info/

Biological Informatics
http://www.Biologicallnformatics.info/

Biotechnology Resources
http://www.BiotechnologyResources.info/

Bot Research
http://www.BotResearch.info/

Business Intelligence Resources
http://www.BIResources.info/

ChatterBots
http://www.ChatterBots.info/

Data Mining Resources
http://www.DataMiningResources.info/

Deep Web Research
http://www.DeepWebResearch.info/

Directory Resources
http://www.DirectoryResources.info/

eCommerce Resources
http://eCommerceResources.info/
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http://www.auctionresources.info/
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http://www.botresearch.info/
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http://www.chatterbots.info/
http://www.dataminingresources.info/
http://www.deepwebresearch.info/
http://www.directoryresources.info/
http://ecommerceresources.info/

Elder Resources
http://www.ElderResources.info/

Employment Resources
http://www.EmploymentResources.info/

Entrepreneurial Resources
http://www.EntrepreneurialResources.info/

Financial Sources
http://www.FinancialSources.info/

Finding People
http://www.FindingPeople.info/

Games Resources
http://www.GamesResources.info/

Genealogy Resources
http://www.GenealogyResources.info/

Grant Resources
http://www.GrantResources.info/

Grid Resources
http://www.GridResources.info/

Healthcare Resources
http://www.HealthcareResources.info/

Information Futures Markets
http://www.InformationFutureMarkets.com/

Information Quality Resources
http://www.InformationQualityResources.info/

Internet Alerts
http://www.InternetAlerts.info/

Internet Demographics
http://www.InternetDemographics.info/
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http://www.internetalerts.info/
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Internet Experts
http://www.InternetExperts.info/

Internet Hoaxes
http://www.InternetHoaxes.info/

Knowledge Discovery
http://www.KnowledgeDiscovery.info/

Military Resources
http://www.MilitaryResources.info/

Outsourcing/Offshoring Information and Resources
http://www.QOutsourcingOffshore.us/

Privacy Resources
http://www.PrivacyResources.info/

Reference Resources
http://www.ReferenceResources.info/

Research Resources
http://www.ResearchResources.info/

RestStress™
http://www.RestStress.com/

Script Resources
http://www.WcriptResources.info/

ShoppingBots
http://www.ShoppingBots.info/

Social Informatics
http://www.Sociallnformatics.info/

Statistics Resources
http://www.StatisticsResources.info/

Student Research
http://www.StudentResearch.info/
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http://www.internethoaxes.info/
http://www.knowledgediscovery.info/
http://www.militaryresources.info/
http://www.outsourcingoffshore.us/
http://www.privacyresources.info/
http://www.referenceresources.info/
http://www.researchresources.info/
http://www.reststress.com/
http://www.wcriptresources.info/
http://www.shoppingbots.info/
http://www.socialinformatics.info/
http://www.statisticsresources.info/
http://www.studentresearch.info/

Theology Resources
http://www.TheologyResources.info/
Tutorial Resources
http://www.TutorialResources.info/

World Wide Web Reference
http://www.WWWReference.info/

Fle Edt Vew Favortes Toos Help &

Q- Q RNRAG Poo Ko @22 B-UOHPVS

Adcress @] hitp: faen virtualprivatelirary. com] Boo |inis >

‘Opening page http: /jvirtuaiprivatelibrary.biogspot. com.
Newslotier_Artce_0... | &YPrivacy Resources Su..

Figure 2 Virtual Private Library™

Author Information: Marcus P. Zillman, M.S., A.M.H.A. Executive Director of the
Virtual Private Library is an international Internet expert, author, keynote speaker and
corporate consultant in the area of information retrieval, knowledge discovery,
knowledge harvesting, artificial intelligence and bots/intelligent agents. He has created
numerous world wide web sites including 46 Subject Tracer™ Information Portals and
Blogs; written a number of internet miniguides, white papers, manuals and books; hosted
over 160 weekly Internet television shows, writes a weekly and monthly column on
Current Awareness on the Internet; writes a monthly newsletter Awareness Watch and
delivers keynote presentations throughout the international marketplace. He also actively
delivers one and two day workshops for key industry sectors displaying how the Internet
can be used as a tool to maintain current awareness and professional competencies.
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http://www.theologyresources.info/
http://www.tutorialresources.info/
http://www.wwwreference.info/

Additional websites by Marcus P. Zillman, M.S., AM.H.A.:

Marcus P. Zillman's Blog
http://www.zillman.us/

Marcus P. Zillman Abbreviated Bio
http://marcuszillman.blogspot.com/

White Papers by Marcus P. Zillman
http://www.WhitePapers.us/

Internet MiniGuides™ 2005
http://www.InternetMiniguide.com/

Awareness Watch™ Newsletter
http://www.Awareness Watch.com/

Marcus P. Zillman's Columns
http://www.ZillmanColumns.com

eCurrent Awareness Resources™ 2005 Business Intelligence Report

http://www.eCurrentAwareness.com/

Internet Sources™ Manual
http://www .InternetSources.info/

Links By Marcus™
http://www.LinksByMarcus.com/

Workshops By Marcus™
http://www.WorkshopsByMarcus.com/

SourceSeries Internet Research Workshops
http://www.SourceSeries.com/

Watch Marcus™
http://www.WatchMarcus.com/

listen to marcus™
http://www.ListenToMarcus.com
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http://www.zillman.us/
http://marcuszillman.blogspot.com/
http://www.whitepapers.us/
http://www.internetminiguides.com/
http://www.awarenesswatch.com/
http://www.zillmancolumns.com/
http://www.ecurrentawareness.com/
http://www.internetsources.info/
http://www.linksbymarcus.com/
http://www.workshopsbymarcus.com/
http://www.sourceseries.com/
http://www.watchmarcus.com/
http://www.listentomarcus.com/

Research White Papers, Articles, Lectures and Speeches by Marcus P. Zillman,
M.S., AM.H.A.:

Academic and Scholar Search Engines and Sources
http://zillman.blogspot.com/2004/12/academic-and-scholar-search-engines.html

Bots, Blogs and News Aggregators
http://www.BotsBlogs.com/

Business Intelligence Online Resources
http://zillman.blogspot.com/2005/04/business-intelligence-online-resources.html
Current Awareness Discovery Tools on the Internet
http://zillman.blogspot.com/2004/09/current-awareness-discovery-tools-on.html

Deep Web Research 2006 Article - LLRX
http://zillman.blogspot.com/2006/01/llrx-january-2006-issue-deep-web.html

Healthcare Bots and Subject Directories
http://zillman.blogspot.com/2005/05/healthcare-bots-and-subject.html

Information Detective — Online Streaming Tutorial Videos
http://www.InformationDetective.com/

Knowledge Discovery Resources 2006
http://zillman.blogspot.com/2005/03/knowledge-discovery-resources-2006.html

Lectures and Speeches by Marcus P. Zillman, M.S., AAM.H.A.
http://snipurl.com/57]jp

Online Research Browsers
http://zillman.blogspot.com/2004/10/online-research-browsers-internet.html

Online Research Tools
http://zillman.blogspot.com/2004/09/online-research-tools.html

Online Social Networking
http://zillman.blogspot.com/2004/09/online-social-networking-internet.html

Searching the Internet
http://www.SearchingThelnternet.info/
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http://zillman.blogspot.com/2004/12/academic-and-scholar-search-engines.html
http://www.botsblogs.com/
http://zillman.blogspot.com/2005/04/business-intelligence-online-resources.html
http://zillman.blogspot.com/2004/09/current-awareness-discovery-tools-on.html
http://zillman.blogspot.com/2006/01/llrx-january-2006-issue-deep-web.html
http://zillman.blogspot.com/2005/05/healthcare-bots-and-subject.html
http://www.informationdetective.com/
http://zillman.blogspot.com/2005/03/knowledge-discovery-resources-2006.html
http://snipurl.com/57jp
http://zillman.blogspot.com/2004/10/online-research-browsers-internet.html
http://zillman.blogspot.com/2004/09/online-research-tools.html
http://zillman.blogspot.com/2004/09/online-social-networking-internet.html
http://www.searchingtheinternet.info/

Using the Internet As a Dynamic Resource Tool for Knowledge Discovery
http://zillman.blogspot.com/2004/09/using-internet-as-dynamic-resource.html

Web Data Extractors
http://zillman.blogspot.com/2004/09/web-data-extractors.html

White Papers By Marcus P. Zillman, M.S., A.M.H.A.
http://www.WhitePapers.us/

Internet Tutor by Marcus P. Zillman, M.S., A.M.H.A.

http://www.InternetTutor.info/

Visit this site to learn about the availability of Marcus P. Zillman to tutor you or your
associate one on one in the privacy of your residence or office on the latest happenings of
the Internet including Internet basics to advanced Internet searching using bots and
creating your own personal blog

Internet Speaking by Marcus P. Zillman, M.S., A.M.H.A.
http://www.InternetSpeaker.net

Visit this site to learn about Marcus P. Zillman’s speaking engagements for your
organization meetings and events. View and listen to his previous presentations as well as
his weekly television shows

Internet Consulting by Marcus P. Zillman, M.S., A.M.H.A.
http://InternetConsultant.BlogSpot.com/

Visit this site to obtain information about obtaining the consultation services of Marcus P.
Zillman for your company including eCommerce audits, utilization of bots, blogs and
news aggregators or the creation of your own personal virtual private library powered by
Subject Tracer™ Information bots!

Marcus P. Zillman’s latest 378 page manual Internet Sources™ is now available for
purchase online and for immediate download. This book makes a great reference resource
for the “newbie” to the Internet as well as the seasoned veteran “Internaut”. Visit the
following site for additional information and online ordering fulfillment:

Internet Sources™ Manual
http://www .InternetSources.info

Marcus P. Zillman’s latest report eCurrent Awareness Resources 2005 is now available
for purchase online and for immediate download. This report is a comprehensive listing
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http://zillman.blogspot.com/2004/09/using-internet-as-dynamic-resource.html
http://zillman.blogspot.com/2004/09/web-data-extractors.html
http://www.whitepapers.us/
http://www.internettutor.info/
http://www.internetspeaker.net/
http://internetconsultant.blogspot.com/
http://www.internetsources.info/

of the latest resources, sources and sites for current awareness on the Internet. This is a
must read for anyone who must stay current in their profession and/or business activity as
the list of URLs will keep you at the leading edge of your career. Visit the following site
for additional information and online ordering fulfillment:

eCurrent Awareness Resources 2005
http://www.ecurrentAwareness.com/
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